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Mature risk management drives financial results 
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Summary of key findings 

Using a global, quantitative survey (based on 576 interviews with 

companies around the world and a review of more than 2,750 analyst and 

company reports), we assessed the maturity level of risk management 

practices and then determined a positive relationship between risk 

management maturity and financial performance. We identified the leading 

risk management practices that differentiated the various maturity levels 

and organized them into specific risk components. 

Our findings suggest that: 

 The top-performing companies (from a risk maturity 

perspective) implemented on average twice as many of the 

key risk capabilities as those in the lowest-performing group. 

 Companies in the top 20% of risk maturity generated three 

times the level of EBITDA as those in the bottom 20%. 

 Financial performance is highly correlated with the level of 

integration and coordination across risk, control and 

compliance functions. 

 Effectively harnessing technology to support risk 

management is the greatest weakness or opportunity for 

most organizations 
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What differentiates top performers? 

Our study found that while 

most organizations perform 

the basic elements of risk 

management, the top 

performers do more. We 

found specific risk 

practices that were 

consistently present in the 

top performers (i.e., top 

20% based on risk maturity) 

that were not present in the 

bottom 20%. These risk 

practices can be organized 

into the following challenge 

areas, as depicted in the 

chart opposite.  

Our study findings suggest 

that these components are 

critical to transforming risk 

and driving better business 

performance 
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Realizing strategic alignment of the Internal 

Audit function 
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The IT audit plan process 
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Understanding the IT environment in a business 

context 
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Example of an IT risk-ranking score model 
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1 

8 
Social media risk 

management 

Information security 

3 Mobile 

4 Cloud 

Data loss prevention and 

privacy 

7 Software / IT asset 

management 

2 Business continuity management 

6 Program management 

9 SoD / IAM 5 IT risk management 

“Understanding the 

addressed risks is 

crucial step toward 

IT internal audit 

performance 

success.” 

Ten key IT considerations for internal audit 

Finance 

Accounting Fraud and corruption 

Tax Sustainability 

Supply chain and operation 

Human resource 

Customer 

Corporate development 

10 

The number associated with each function indicates the sequence number  on following pages 

where you can find more information about the emerging risks related to the respective function. 
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1. Information security 
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Although organizations have been dealing with opportunistic cyber attacks for years, many now find themselves 

the target of more sophisticated and persistent efforts. In considering the audits below, IT internal audit can play a 

critical role in evaluating the organization’s information security strategy and supporting program and partnering 

to improve the level of control. 
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2. Business Continuity Management 
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High-profile events caused by natural disasters and technology infrastructure failures have increased awareness of 

the need to develop, maintain and sustain business continuity programs. While BCM should be viewed as an 

enterprise-wide risk and effort, the reality is IT often asked to lead critical planning activities and serve as lead 

facilitator. IT systems and disaster recovery procedures are a cornerstone of the broader BCM plan, and thus, IT audit 

is well positioned to evaluate broader BCM procedures. 
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3. Mobile 
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With the increase in mobile device capabilities and subsequent consumer adoption, these devices have become an 

integral part of how people accomplish tasks, both at work and in their personal lives. IT internal audit’s knowledge of 

the organization’s mobile strategy needs to evolve as quickly as the mobile landscape. Evaluating these risks and 

considering the audits below will help audit add value to the organization while confirming key risks are well 

managed. 
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4. Cloud 
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Cloud computing presents its share of risks and challenges, which are too often overlooked or not fully 

understood by businesses that are quick to embrace it. IT internal audit needs to understand how the 

organization is embracing cloud technologies and the risks the business faces based on the adopted cloud 

strategy. 
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5. IT risk management 
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As the IT risk profile 

and threat 

landscape rapidly 

changes and risks 

increase, companies 

need to change their 

mindset and 

approach toward IT 

risk to address a 

new normal. The 

Securities and 

Exchange 

Commission, other 

regulators and the 

audit committee 

have increased their 

focus on companies 

managing risks 

holistically. Internal 

audit is uniquely 

positioned to help 

drive growth and 

create value to the 

company through 

reviewing IT risk 

management 

activities. 
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6. Program management 
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While companies 

have invested 

significantly in 

increasing their 

knowledge and 

capabilities in 

program and project 

management, this is 

not visible in the 

success rates. Lack 

of improvement is 

mainly due to 

increased 

complexity in 

business processes 

and the emerging 

technology 

landscape. Internal 

audit can play an 

effective role in 

confirming the right 

processes are in 

place to manage 

programs and those 

processes and 

controls are being 

executed 

appropriately. 
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7. Software/IT asset management 
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With increased focus on cost reduction in a global economy struggling to recover, effective software asset 

management and IT asset management can have a very positive impact by helping to reduce license-related expenses, 

improve IT service management by more efficiently managing IT asset inventories, better manage compliance-related 

risk and even improve overall operating efficiencies. Leading IT directors and the chief information officers to whom 

they report are realizing that effectively managing software assets can be a strategic advantage. As IT auditors, it is 

critical that software and IT asset management processes and controls are well understood. 
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8. Social media risk management 
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The social media elements that generate business opportunity for companies to extend their brands are often the same 

elements that have created IT-related risk. Legal, compliance, regulatory, operational and public relations issues are at 

the top of the list of potential IT-related social media risks that can ultimately cause erosion of customers, market share 

and revenue. It is critical that IT audit has an understanding of the organization’s social media strategy and the related 

IT risk and adds value by providing leading practice enhancements and assurance that key risks are mitigated. 
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9. Segregation of duties/ IAM 
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The increased interest in SoD is due, to ensure no individual should have excessive system access that enables them 

to execute transactions without checks and balances. Lack of investment in identity access management (IAM) often 

requires IT and audit to manually control that is prone to error. A comprehensive SoD review is an audit that should be 

on all IT audit plans on a periodic basis. 
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10. Data loss prevention and privacy 

Page 21 

A wide range of high-profile data loss incidents have cost organizations millions of dollars in direct and indirect costs 

and have resulted in tremendous damage to brands and reputations. As data is likely one of your organization’s most 

valuable assets, protecting it and keeping it out of the public domain is of paramount importance. To accomplish this, 

a number of data loss prevention (DLP) controls must be implemented, combining strategic, operational and tactical 

measures. 
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“More shareholder value has been  

destroyed as a result of strategic  

mismanagement and poor execution 

than in all of the financial reporting 

and compliance scandals combined” 
 

Worrying About the Wrong Risks  

Paul Kocourek and Jim Newfrock 

The Corporate Board Magazine 

“Risk is good. The point of risk 

management is not to eliminate it. That 

would eliminate reward. The point is to 

manage it. That is, to choose where to 

place bets and where to avoid betting 

altogether.” 
 

Th. A. Stewart, ‘Managing Risk in the 21st Century’ 


